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[bookmark: _GoBack]CONCERNS RELATING TO PROPOSED AMENDMENTS TO CAA LEGISLATION: UNMANNED AERIAL VEHICLES

1. Privacy principles with regard to UAV (drone) usage

Drones have an unprecedented potential to violate privacy because they lower the cost of aerial surveillance, which has always been extremely expensive. This is why drones need to be regulated, not just for their safety and security aspects, but their privacy aspects too. In this regard, the American Civil Liberties Union (ACLU) has developed a set of core principles that should govern drone use. These are as follows:

• Usage restrictions. UAVs should be subject to strict regulation to ensure that their use does not intrude in privacy in an unwarranted fashion. To this end, the use of drones should be prohibited for indiscriminate mass surveillance, for example, or for spying based on Constitutionally-protected activities. In general, drones should not be deployed except:
o where there are specific and articulable grounds to believe that the drone will collect evidence relating to a specific instance of criminal wrongdoing or, if the drone will intrude upon reasonable expectations of privacy, where the government has obtained a warrant based on reasonable suspicion that a crime has been committed or is likely to be committed; or
o where there is a geographically confined, time-limited emergency situation in which particular individuals’ lives are at risk, such as a fire, hostage crisis, or person lost in the wilderness; or for reasonable non-law enforcement purposes by non-law enforcement agencies, where privacy will not be substantially affected, such as geological inspections or environmental surveys, and where the surveillance will not be used for secondary law enforcement purposes. 
• Image retention restrictions. Images of identifiable individuals captured by aerial surveillance technologies should not be retained or shared unless there is reasonable suspicion that the images contain evidence of criminal activity or are relevant to an ongoing investigation or pending criminal trial.
• Public notice. The policies and procedures for the use of aerial surveillance technologies should be explicit and written, and should made public. While it is legitimate for the police to keep the details of particular investigations confidential, policy decisions regarding overall deployment policies—including the privacy trade-offs they may entail—are a public matter that should be openly discussed. 
• Democratic control. Deployment and policy decisions surrounding UAVs should be democratically decided based on open information—not made on the fly by police departments simply by virtue of federal grants or other autonomous purchasing decisions or departmental policy fiats. 
• Auditing and effectiveness tracking. Investments in UAVs should not be made without a clear, systematic examination of the costs and benefits involved. And if aerial surveillance technology is deployed, independent audits should be put in place to track the use of UAVs by government, so that citizens and other watchdogs can tell generally how and how often they are being used, whether the original rationale for their deployment is holding up, whether they represent a worthwhile public expenditure, and whether they are being used for improper or expanded purposes

2. Privacy principles with regards to drone surveillance

When it comes to privacy principles necessary to protect against excessive UAS surveillance, the Electronic Frontier Foundation (EFF) has suggested the following baseline principles:

Limit Data Collection—Data collected by UASs should be limited to the minimum necessary to achieve the government or drone proponent’s stated purpose and targeted not to exceed Constitutional and other limitations in law. 

Define Clear Rules on the Legal Process Required for Data Collection—Data collected by law enforcement should be subject to clear rules on when it may be collected and which specific legal process—such as a warrant—is required prior to collection. Collection and retention should be specifically disallowed without legal process unless the collection falls under a few very limited and defined exceptions. 

Limit the Amount and Type of Data Stored—Rules should be set to limit the amount of data stored, and drone operators should be required to employ techniques to avoid overcollection of data, such as scrubbing the images of faces from video footage if those faces are not central to an investigation.

Limit the Combination of Data—Drone operators should not combine data collected for one purpose—such as data gathered for a commercial database—with data collected by the UAS. This increases the potential for tracking and surveillance and should be avoided or limited to specific individual investigations.

Limit Data Retention—Data retention periods should be clearly defined and should be limited to no longer than necessary to achieve the goals of the program. Data that is deemed to be ‘safe’ from a privacy perspective today could become highly identifying tomorrow. For example, a data set that includes crowd images could become much more identifying as technology improves. Similarly, data that was separate and siloed or unjoinable today might be easily joinable tomorrow. For this reason retention should be limited, and there should be clear and simple methods for a person to request removal of his or her data from the system.

Define Clear Rules for Use and Sharing—Data collected for one purpose should not be used for another purpose. For example, a drone used to conduct environmental monitoring may, as a byproduct of that monitoring, also collect data on people living in the area. That data should not automatically be used or shared with another agency to use in a criminal context.

Enact Robust Security Procedures to Avoid Data Compromise—Data compromise is a risk in any system. Using traditional security procedures, such as basic access controls that require strong passwords and exclude unauthorized users, as well as encrypting data transmitted throughout the system, is paramount.

Mandate Notice Procedures—Because of the real risk with drones that data on people will be collected without their knowledge, rules should define clear notice requirements to alert people to the fact that their data has been collected. The notice provision should also make clear how long the data will be stored and how to request its removal from the database.

Define and Standardize Audit Trails and Accountability Throughout the System—All transactions, including data collection, access to and searches of the system, and data transmission, should be logged and recorded in a way that assures accountability. Privacy and security impact assessments, including independent certification of device design and accuracy, should be conducted regularly.

Ensure Independent Oversight—every entity that uses a drone to conduct surveillance or collect data must be subject to meaningful oversight from an independent entity, and individuals whose data has been collected by a drone and later compromised should have a strong and meaningful private right of action.

3. The CAA’s regulations

The CAA regulations are completely silent on the question of privacy. The regulations also make no mention of the Protection of Personal Information Act. While aviation authorities the world over are reluctant to move beyond their traditional roles of maintaining airspace safety and security, a narrow focus on this mandate may leave this important aspect of drone activity under-regulated. The CAA therefore needs to set baseline standards for privacy, incorporating the above principles; if it does not do so, then inevitably the drone operators will not be privacy sensitive, as there is no requirement on them to be. 

It should also be noted that the Information regulator, envisaged by the Act, has not been set up yet, so this makes it all the more important to take the initiative and set privacy standards, as these aspects of drone activity will be completely unregulated if this is not done. Once the information regulator is set up, then the CAA should collaborate with this body on reviewing its privacy baseline standards, after having conducted a privacy impact assessment. Ideally this assessment should be conducted before the CAA issues regulations.

The CAA should specify minimum privacy requirements for drone operators, and require each operator to comply with these requirements. These requirements should incorporate the above principles. Those that do not should have their licences revoked. The CAA should also ensure that all drone operators are familiar with the requirements of the Protection of Personal Information Act, and that all data gathered from drones should be handled in terms of the Act. The CAA should also make sure that the contents of the Act and its data protection and fair data processing principles should be included in the theoretical knowledge examinations and the flight training, as these aspects of the regulations are silent on these issues. 

The CAA should also require every UAS operator to have a written plan for the operator’s use and retention of data collected by the UAS, which includes a data minimisation statement, and these should be included in the operations manual. This should be spelt out as a particular requirement when it comes to operations in the vicinity of people, or operations in the vicinity of property, structures and buildings, or in the vicinity of public roads. The duties of a pilot should explicitly include minimising unwarranted invasions of privacy. 

 The RPAS operator should ensure that their system of record-keeping covers privacy aspects, and to the extent that they contain personal information, people should have a right to request the information or to request that it be deleted. The CAA should also conduct an annual review of UAS’s to verify compliance with the stated privacy policies and share these outcomes publicly, and invite public feedback on its findings. 

Drone operators should also be required to log privacy impacts of their flights in their pilot logbook. A summary of the drone flights that had privacy impacts should be provided on an annual basis, and this will form part of the annual assessment of decisions whether or not to review the ROC. When they report to the CAA, they must be specific about the actual drone being deployed, they need to record the capabilities of that model of drone and they need to provide information on the data the payload is capable of collecting, for instance, which type of camera, its accuracy, how much footage it can store or can transmit back to the operation site. The CAA should also specify exactly what payload data the UAS operator should be required to provide. 

If drones are going to be deployed for the purposes of surveillance, then more stringent principles should apply, in line with the above principles. Such surveillance should be deployed only to address a real, pressing and substantial need, and should be viewed as an exceptional step, only to be taken when less privacy-invasive means of addressing the problem has failed. The privacy impacts of the surveillance should be assessed before the operation and should be consistent with applicable law. Unless there are pressing public interest reasons not to, the public should be informed about the surveillance missions and they should also be able give inputs on the circumstances in which public surveillance is acceptable or not. 

No UAS operator should release data acquired through a drone mission to a law enforcement agency unless a warrant is present, or if the operator believes in good faith that the data pertains to an imminent or ongoing emergency involving danger, death or serious bodily injury to a person, and the release of the data would result in remedying the emergency. 

With regards to drone sales or re-sale labelling, it should state explicitly on the label that usage must comply with the Protection of Personal Information Act. 

The regulations forbid drones from flying over strategic installations and national key points. Presumably, this is in order to comply with the National Key Points Act. This is problematic. The Act is an apartheid-era anachronism that throws a shroud of secrecy over listed buildings, and the process of listing these buildings lacks transparency, and has been widely criticised. This lack of transparency can lead to abuses of the Act to declare more and more sites secret, preventing information from reaching the public about their operations, even when it is in the public interest to do so. For instance, it is not clear why an institution such as the State Theatre in Pretoria should be declared a National Key Point. Recently, this has led to attempts to stop journalistic reporting on the upgrades to President Jacob Zuma’s home, Nkandla. The blanket ban on drones over national key points and strategic installations increases levels of secrecy by preventing drones from being used to gather information about these sites, even when there is no pressing public justification for such a prohibition. 

The CAA should also include usage restrictions in its regulations. As things stand, the regulations do not restrict the use of UAV’s in any way. In this regard, the CAA must ban weaponised drones entirely. They are dangerous as they can potentially cause great injury, with little threat to the actual operators, increasing the risk of them being used recklessly. A South African company has apparently manufactured weaponised drones to control strikes in the wake of the Marikana massacre. This ‘risk free’ method of policing strikes could well the drone operators to use excessive force, even where there is no compelling need to do so. There should be no place in a democracy for such drones. 


4. Particular concerns relating to the potential for operating armed UAVs 

While it is true that drones have multiple uses and can be used for the benefit of civilians, our concerns relate to the potential for armed UAVs to be used against the privacy and security South African citizens, and the lack of allowances made for this within the current proposed amendment. Issues of security, and the right to protest, are enshrined in our constitution and though they lie within the jurisdiction of central government departments, CAA legislation around drone use, given our current local and international context, must take due cognisance of these issues.

According to the Bureau of Investigative Journalism, since 2004, over 4000 people have been killed by US drone strikes in Pakistan, Afghanistan and Somalia combined. Of these, nearly 2000 were civilians, many of them children. The United States, as part of the War on Terror, operates drones in targeted assassinations in violation of due process and international law. This it does through its security and intelligence services and a network of private security companies and private drone operators that are unaccountable and seem to be able to work around the local aviation legislation of the countries in which they operate. 

Drone strikes are a particularly covert form of warfare; by allowing a drone to be operated from a distance, the chance of empathy between attacker and victim is drastically reduced. Drone pilots operate in a moral vacuum, a remote computer kiosk where death plays out like a video game.More pertinently to South Africa, drones that are able to fire pepper spray at protestors, as recently purchased in Gauteng by mining companies from the South African company Desert Wolf, threaten the right to protest and the right of freedom of association. 

The psychological effects of surveillance drones, both armed and unarmed, on populations has been well documented. Research dating as far back as the 1950s shows that mass surveillance of populations encourages mediocrity and conformity and discourages innovation, while it encourages violence and mistrust between citizens and the state. When surveillance is perceived by citizens as targeting liberty, there is an immediate and perceptible shift in anxiety, fear and anger towards the ruling entity. [2]

Rather than finding solutions through dialogue and social interventions to our challenges around housing and crime, employing surveillance drones in these contexts under circumstances where due legal process is not followed, is in violation of our constitution and stands to further polarise the population. The legislation around drone use must guard against this. 

Particular concerns in the relation to amendments to legislation: 

101.02 Approval and Registration
There is no specific provision that bans the use of armed drones, whether pepper spray, rubber bullets or live ammunition. Who determines the approval and registration of such UAVs and what provisions are made to prevent their use?

101.02.04 
(2) An RPA registered on the South African Civil Aircraft Register shall be deemed to have South African nationality.
What guards are there to prevent UAVs from operating in violation of South Africa’s sovereign laws which protect citizens against harm?
101.4 RPAS Operator Certificate
101.04.4 
(3) The holder of an ROC is accountable for the overall operation.
What recourse to justice do citizens have should their selves or their property be harmed by a drone? Final accountability must lie either with the state or with the private company operating the drone so that citizens may have access to judicial recourse. It is not sufficient to leave accountability at the level of the pilot.

101.05 RPA Operations
101.05.2 No person shall use a public road as a place of landing or take-off of an RPA, except when involved in civil defense or law-enforcement operations…
Who will ensure that the adequate due legal process is followed in these circumstances: ie. warrants?
101.05.4 No object or substance shall be released, dispensed, dropped, delivered or deployed from an RPA except by the holder of an ROC and as approved by the Director in the operators’ Operations Manual.
Will the Operation Manuals of drones being deployed in certain areas be open to the public and media? If not, then armed drones can easily be excused or hidden away with this provision which defers to the Operating Manual of the craft. Who will compel UAV manufacturers to allow their Operations Manuals to be scrutinised if it is the public interest to do so? Who will check the CAA’s ratification of drones to ensure that armed drones are not allowed to operate?

Operations in the vicinity of people  
101.05.13 No person shall operate an RPA directly overhead any person or group of people or within a lateral distance of 50 m from any person, unless –  
(a) the operator is the holder of an ROC and the operation has been approved by the Director in their operations manual; or (b) such person is the operator of the RPA or such person is under the direction of the operator of the RPA; or   (c) such person or group of people forms part of the operations of the RPA, and is under control of the operator of the RPA, and adequate provisions have been made for their safety. 
The final approval for operations involving people lies with the Director in relation to the operations manual of the craft (a). In the case of armed drones, to whom is the Director answerable? Is the Director able to refuse or object to the operation of an armed drone, and how would the Director refuse to allow a drone to operate should he be under ministerial or other direction to allow the drone operation? If he is under direct ministerial direction, who protects the citizens right to be innocent until proven guilty by law, or their right to participate in a protest?

Notes:
[1] US Drone War: 2014 in numbers: The Bureau of Investigative Journalism - http://www.thebureauinvestigates.com/2015/01/07/us-drone-war-2014-in-numbers/
[2] NSA and GSHQ: The flawed psychology of mass surveillance: The Guardian - http://www.theguardian.com/science/head-quarters/2013/aug/26/nsa-gchq-psychology-government-mass-surveillance
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