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30 March 2014. 

ICT Policy Review Panel

greenpaper@doc.gov.za 

Dear Panel members, 

Right2Know Campaign Submission on the ICT Green Paper
The Right2Know Campaign along with the SOS Coalition hosted two civil society workshops in order to ensure that civil society and particularly community stakeholders develop a response to the ICT Green Paper gazetted on 24 January 2014. Both Right2Know and SOS have submitted responses to the Green Paper based on feedback at these workshops. As such, in addition to this submission, the Right2Know campaign fully endorses the SOS Coalition’s submission as well.
The deliberation and concerns expressed in these workshops form the basis for the following Right2Know Campaign policy statement on the Preconditions for a Democratic Broadcasting and Telecommunications System. This policy statement serves as our written submission to the ICT Green Paper. It includes positions that address the following issues:

· Universal Access and Services to ICTs

· Privacy and Surveillance of Digital Content

· Media Transformation and Media Diversity

· Convergence and the Future of Communications Regulation

This submission speaks broadly to these issues and how they impact on everyone living in South Africa. While it does mention specific critiques of the Green Paper, it more appropriately outlines an alternative vision for South African ICT policy. Still, before addressing the substantive issues it is important to note some of the participant observations of the Green Paper:

· The Paper lacks research need for data driven analysis

· The Paper fails to offer an integrated analysis of broadcasting, telecommunications and postal

Services appropriate to an increasingly converged environment

· There is an overemphasis on protection of information rather than open sense of free


flowing information

· There is no mention of right to privacy or oversight of surveillance practices

· The Paper does not grapple with the critical issue of Digital Terrestrial Television (DTT) 

· There is no clearly defined role for organised communities or non-profit organisations in the provision of telecoms in 


the Paper 

· The DoC’s consultative process has neglected community voices

· The Paper is lacking vision for the future of ICTs in South Africa

These observations came out of a purposeful consultative process with civil society and community organisations. We have discovered that these voices, on a whole, have been disregarded throughout the ICT policy review process and must be included moving forward. If this does not happen, then the entire process will continue to include and serve only the interests of industry stakeholders, regulatory institutions and political players, without taking into account the voices and inputs of people at grassroots level, whom this process should primarily aim to serve and who will undoubtedly be the most acutely effected by the decisions taken by the ICT review panel. 

Many of the issues under discussion during the ICT policy review are, 1) related only in English, and 2) clouded in technical jargon, which can only be understood by industry experts. This makes the process exclusive to elites instead of inclusive to all, and seriously damages the process of meaningful proper public engagement and fair process. Since the implications of the ICT review serve to impact millions of people at grassroots level, the dangers of a lack of engagement with communities looms large: if the interests of communities are not expressed during this process they stand to be ignored. Simply put, consultations on this process should not only take place at venues such as Emperors Palace, but at community halls in places like Soweto, Khayalitsha and Mamelodi.

We trust that you will consider this feedback and points raised in our Preconditions for a Democratic Broadcasting and Telecommunications System as the ICT Policy Review proceeds. The Right2Know campaign is committed to use this document to continue to mobilise the majority of South Africans to defend and advance our hard won democracy. 

We look forward to the opportunity for further engagements. 

Regards,

John Haffner

For the Right2Know Campaign. 

Preconditions for a Democratic Broadcasting
 & Telecommunications System

A Right2Know Policy Statement on the policies necessary to transform the South African Broadcasting and Telecommunications system

1. The Context: A Communication system echoing the Apartheid past. 

After almost 20 years of democracy much of South African society retains the structure of our Apartheid past. While a small elite has access to a wide range of TV and radio on the paid platforms like DSTV, the majority only has access to an underfunded SABC and Community radio/TV that cannot adequately serve the information and expression needs of a country as diverse and complex as South Africa.

Similarly, those that live in wealthy urban areas enjoy high speed internet and quality telephone networks. The majority of people living in South Africa relies on the cellphone network and bears the brunt of cellphone companies profiteering. The democratising potential of the internet - the ability to draw on vast amounts of knowledge and to produce and upload content – will remain elusive for most people until high-speed broadband networks are set up connecting every community.

Then there is the return of the censor, the securocrat, and the spy. Evidence that there is political interference in editorial at the SABC and community radios is mounting. The governance of stations is too often captured by elites. Edward Snowden’s courageous exposure of the USA’s extensive online spying programmes shows us just how susceptible we are to state surveillance on the internet.

Indeed the current communication system reproduces South Africa’s great inequity. This is reflected in the policy debate itself where these issues are too often discussed in very technical terms and ‘experts’ advancing the interests of big business and/or the government dominate the debate. It is critical that ordinary people have a voice.
2. Universal Access and Services: Infrastructure as a Public Right of Way
While roads, parks, waterways, etc. are regulated in the best interest of the public and made available for public use, telecommunications infrastructure in South Africa, have been heavily privatised and remain inaccessible to much of the community. The issue with privatising crucial services such as telecommunication is that it sets precedence for profit instead of simply sustainability. Imagine if every public road had to secure a particular profit margin or there were four different water and sewage providers competing for a certain market share of the communities they were serving. Services such as water and electricity as well as access to public spaces are considered essential rights to citizens, and have been regulated as such, while telecommunications services have been heavily deregulated and left to the whims of the market. It is in this community interest that Information & Communication Technology (ICT) policy must include a community-minded approach to the deployment of new infrastructure and the regulation of existing infrastructure. A rights-based policy for ICT services enshrines principles of the constitution such as freedom of expression and access to information as well as embodies international human rights standards. Infrastructure as a public right of way must be considered at all levels of physical telecommunications technology in order to ensure the right to communicate for all. This understanding is a fundamental reinterpretation of universal access and services and should be upheld by ICT policy moving forward.

2.1 Fixed Copper and Fibre Optic Lines
Fixed copper and fibre optic lines supply a direct connection to international internet exchanges and are available to providers at wholesale rates. Much of this backhaul fibre is managed through State-Owned Enterprises (SOEs) such as Broadband Infraco and Sentech, however, the models by which these companies operate tend to be skewed towards profit-making as opposed to sustainability. Moreover, as a wholesale dealer to private internet service providers these SOEs are limited in their ability to maintain affordable rates for consumers. Instead wholesale providers become beholden unto for-profit ISPs, whose mandates are to shareholders and not citizens. This creates a complex landscape of privatised telecommunications services in which the cost of delivery from the national/international exchanges to the consumer is inflated. The consumer bears the brunt of this inflation and affordability of services is compromised in order to appease shareholder returns on investment. While private investment (particularly in a competitive environment) can spur infrastructure growth, this only holds true for communities that can support the profit interests of the private providers. An alternative model should allow non-profit service providers access to public networks at wholesale rates in order to subsidise service to areas deemed unprofitable by private players such as rural areas and urban poor communities. The State should go even further by limiting the amount of wholesale bandwidth that enters the private market, making available a set of bandwidth at wholesale rates for use by local municipalities and organised communities whose residents are struggling to gain access in the private market.

South African ICT policy must be forward thinking, and the way forward in the coming decades is fibre to the home (FTTH) connections. Many communities around the globe have taken initiative to increase the fibre connections directly to citizens with the state playing an important role by either subsidising fibre investments or by owning and operating fibre infrastructure as a public utility. The public sector in South Africa has neglected the opportunity to serve an important role in fibre development directly to the home. In the absence of public sector involvement, the private sector will shape the political, economic and social outcomes of telecommunications infrastructure through private ownership of future last-mile fibre connections. This will further entrench the conditions of the digital divide whereby the technology haves continue to reap the benefits of cutting edge ICTs while the technology have-nots are left in the dust with obsolete forms of communications. The absence of a state player in FTTH provision leaves the responsibility entirely up to private providers who in the coming years only show an interest in providing fibre connections to businesses and residential gated complexes. This will leave poor urban and rural communities wanting. Future ICT policy should consider the construction of FTTH networks, whereby consumers could pay a wholesale rate through a municipal provider or non-profit organisation as discussed previously.

2.2 Towers and Transmitters
Providing direct fixed-line connections to every residence remains a challenge in any community, but South Africa presents a particularly challenging case with the prominence of many citizens living in informal housing that lack other basic services such as water and electricity. A key piece of infrastructure for supplementing individual connections to the home is the construction of towers and transmitters that provide basic wireless access for public use. Free Wi-Fi networks have been fraught with challenges across the globe due to bandwidth constraints, however, with the rise of fibre backbones and the increased availability of spectrum pending the digital migration to Digital Terrestrial Television, South Africa should roll out robust Wi-Fi networks in marginalized communities. ICT policy moving forward should understand the value of connecting citizens through free wireless networks.

2.3 Radio Frequency Spectrum
Today’s dominant private sector service providers will be positioning themselves to roll out expanded 4G and LTE mobile broadband networks. With the potential acquisition of Neotel by Vodacom, the company seems poised to take the lead in the race for spectrum. This creates an important regulatory obligation for ICASA. Spectrum is a limited public resource and an important infrastructure of telecommunications and incumbent operators are seeking to maintain market dominance by controlling the build-out and access to networks. It is important that ICT policy protect this vital infrastructure from complete private co-optation and profiteering. This must be achieved by establishing a regulatory framework that protects public and civil society access to radio frequency spectrum and does not simply auction off spectrum to the highest bidder.

3. Our Digital Content: Ensuring Privacy and Protection from Surveillance in Telecommunications

The right to privacy and the right to freedom of expression is a protection for everyone in South Africa. However, a clear policy that protects those rights from corporate and government surveillance is currently lacking from the Department of Communications with regards to ICTs. ICT Policy must make references to these rights and subsequent ICT policy in South Africa should protect these rights moving forward. Political factions have been using ICT-based surveillance practices for their own benefit for years and infringing on the democratic process as a result. In 2003 15 people were under surveillance including ANC members, opposition leaders, union leaders. The recently released joint standing committee on intelligence report reveals that thousands of persons in South Africa have had their communications monitored by state security agencies and that there has been a dramatic increase in the use of formal communications surveillance through RICA.  Currently there is suspicion that this type of surveillance is happening to activist organizations as well. State security and police forces are consistently using ICTs to harass citizens and infringe on their rights to privacy and freedom of expression.

With regards to cell phone use, currently the only law regulating surveillance is RICA, which has some glaring oversights. RICA should be acting as a tool to fight crime, however, no evidence has been provided to demonstrate the efficacy of this. Moreover little transparency exists with regards to how RICA is being used and if RICA has specifically led to any arrests due to criminal activity. RICA is problematic in the sense that that law requires surveillance capacity to be built in telecommunications systems, directly infringing on the South African's right to privacy. Furthermore, RICA has no protection against the surveillance of foreign signals. So if a South African citizen were to access a foreign website on their phone, they are entirely exposed to surveillance by the state or private telecommunications companies. Since surveillance technology is built into the telecommunications system, this leaves a large portion of online activity subject to surveillance with little or no oversight.

The state of surveillance and lack of privacy protections is a direct result of policy gaps. Moving forward, the Department of Communication and ICASA must take responsibility for forming legislation and regulation that protects citizens from state security overreach in ICT use. The Green Paper was entirely lacking in policy recommendations regarding rights to privacy and seems to have an overemphasis on cybersecurity and censoring content. These aforementioned issues were suggested to be relegated to the Department of State Security, further removing the Department of Communication and ICASA from regulating surveillance practices. The Department of Communication should take a much more proactive role in establishing policies that protect the right to privacy with regards to ICT instead of leaning on the Department of State Security. State security personnel do not have the objective expertise in the ICT field to understand the appropriate methods of surveillance for public safety. The Department of Communications and ICASA are better equipped to regulate this space and must do so moving forward.

4. Media Transformation and the Future of South African Broadcasting
4.1 A Clear Path Towards Content Diversity
While the government’s 2013 ICT Framing Paper provided a thoughtful definition of media diversity as the need to "ensure that South Africans have access to diverse information that references the diversity of the country and the views represented throughout," the Green Paper that emerged misconstrued this concise vision and replaces it with a focus on the diversity of individual choice. Specifically, current policy fails to incorporate a clear path towards diverse content representative of class, race, gender, language and all the diversities that make up the grassroots of society. Moreover, media should have a diverse representation of ideas, not just people, when it comes to programming. ICT policy should take into account that a greater media content offering does not necessarily translate into a greater level of diversity, especially not within a media market that is heavily concentrated such as ours, where more media often means only more of the same media, and not an increase in the diversity of representation of ideas and opinions. 

4.2 Increasing Media Privatization in a Digital Environment
This lack of diversity is indicative of the intense privatisation and commercialisation occurring in the media landscape. This commodification has seen the proliferation of paid TV services and the importing of foreign content at the cost of free basic services and protecting public broadcasting and community media. The most obvious example of private encroachment on the media landscape is the dominance of DSTV in the pay TV market and the challenges created as a result of the pay TV industry and the broadcasting sector as a whole. One of the more immediate issues is how the implementation of Digital Terrestrial Television (DTT) will impact media in South Africa. The digital migration associated with DTT looks to increase the cost of media access by requiring the purchase of a set-top box to access digital channels. The current plans to roll out subsidies for set-top boxes as suggested by USAASA in parliament are not adequate, and will limit working class and poor communities' ability to continue receiving access to channels they are currently privy to. The Department of Communications must understand a clear way forward so that the digital migration does not compromise citizens' already limited ability to access media via television .

4.3 Protecting Public Broadcasting and Community Media
Oversight and funding issues are huge challenges facing the promise of a vibrant public broadcasting and community media space. The aforementioned privatisation of media has left public broadcasting compromised by commercial interests and community media struggling for financial support outside of commercial channels. A public broadcaster protects the rights of information for citizens so long as it remains free-to-air and community media is perhaps the most effective means of encouraging diverse, local voices in television. The proliferation of private media in South Africa has entrenched an inequitable three-tiered system of commercial, public and community media where commercial media dictates which content is available to viewers by fragmenting audiences based on their ability to afford service.

Linked to the above, public broadcast programming is becoming less distinctive and more commercial. There are a number of reasons, but the most obvious seems to be lack of public funds. As public funds dry up public and community broadcasters are being forced more and more to rely on commercial funding sources. Furthermore, public and community broadcasting is lacking in proper financial and editorial oversight. The results are  semi-commercial public broadcaster that has already launched a 24-hour news channel on DSTV with similar plans for an entertainment channel. These practices threaten the integrity of a public broadcaster by establishing two classes of content: premium content that is only available to certain viewers who can afford it and limited content for everybody else. This should not be in the mandate of a public broadcaster.

Commercial and government interests have also encroached upon community media in South Africa. It is important that community media remains independent and reflective of the communities that stations serve. However, funding constraints have created a condition where community media is relegated to operate as semi-commercial television and radio stations. An ICT policy review needs to consider seriously the practical ways of financially supporting community media in South Africa without replicating the practices we see in commercial media. We are also seeing an encroachment of government interests in what should be an independent community media. The withdrawn Public Service Broadcasting Bill of 2009 and subsequent community TV proposals hint towards a government interest in municipal reps serving on community media boards. This would be extremely detrimental for editorial independence.

5. Technological Conevergence and an Integrated Communications Landscape
The trend toward technological convergence is an opportunity to grow access to ICTs as well as a regulatory challenge for governments. It is unclear whether governments can, or if they even should, do anything to roll back the trends of technological convergence. Furthermore, the ability to offer multiple services across increasingly ubiquitous infrastructure and devices has positive impacts for equitable access to ICTs. However, in a market-inundated environment, governments should not oversimplify regulations within a convergence landscape - simply because services are being relegated to a single type of network or protocol does not mean that regulators should use a universal prescription for all actors in the ICT sector.

5.1 Regulatory Parity
Regulatory parity should not be implemented in any rigid fashion. While there are principles that should be enshrined by every technological medium (such as diversity, universal access and net-neutrality), simply applying a one size fits all policy within a converged environment misinterprets the complexities of convergence itself. Policy should instead consider that there are many stakeholders and actors within the ICT sector and each should be regulated in accordance with their obligations to the community.

     

5.2 Net-Neutrality
The principle of net-neutrality must be established through regulations and policy moving forward. A net-neutral policy has the ability to uphold many of the recommendations made within this submission. A policy that fails to enact net-neutrality in South Africa would further entrench corporate control of the ICT environment. Net-neutrality protects citizens privacy as data is treated with impartial attention, simplifies network construction as lines are created as common carriers and improves regulation in a convergence environment as it sets the standard that all data should be treated equally.
6. Conclusion: Towards a Democratic Broadcasting and Telecommunications System

The prevailing tone of the ICT policy in South Africa out of the lips of government has echoed the interests the incumbent broadcasting and telecommunications giants. This document serves as reframing of the issues from a civil society perspective. Underfunded free-to-air public and community broadcasting, exploitive costs for airtime, data and broadband, and encroaching secrecy and surveillance practices threaten democratic potential of new media and technology. The co-optation of this dialogue by the technocrats and the elite discredit the processes that have been utilised thus far to shape ICT policy in South Africa.  A new democratic way forward for ICT policy must be secured by listening to the voices of the South African people. Consider this document an opportunity to mobilise community involvement in future discussions of ICT policy in South Africa.
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