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1. Purpose

This document constitutes the official SABC Electronic Mail policy. The policy governs the conditions for access, usage and management of the SABC’s internal and Internet electronic mail systems and services.

This purpose of this Policy is to ensure that:

1.1
Users of SABC electronic mail systems are informed about the applicability 
of SABC electronic mail policies and how privacy and security apply to electronic mail.

1.2
Electronic mail services are used in compliance with these policies.

1.3
Disruptions to SABC mail systems are minimised.

2. Position
The SABC encourages the responsible use of the SABC's electronic mail services to improve business communications and to share ideas within the context of the SABC’s business goals and public service responsibilities.

Electronic mail services, including mail addresses and accounts associated with these services are the property of the SABC. These services are provided to authorised users primarily in support of the SABC’s business activities.

3. Applicability
This policy governs the conditions for access to, and the usage and management of the SABC’s internal and Internet electronic mail systems and services. The policy applies to all holders of SABC electronic mail accounts, authorised users, electronic mail administrators and managers.

4. Provisions
4.1 
Access : Access to the SABC electronic mail services is provided as a business tool that may be wholly or partially restricted by the SABC without prior notice and without the consent of the electronic mail user when there is substantiated reason to believe that violations of policy or law have taken place. The SABC reserves the right to withdraw such services at any time.

4.1.1
Access to the SABC Internet electronic mail services shall be limited to authorised SABC personnel, contractors and SABC business units who require external electronic mail for business and public communications purposes. In addition, radio and television channels or individual programs may be allocated SABC electronic mail services for competition and related programme services.

4.1.2
Access to the SABC internal electronic mail services shall be available to all personnel, contractors and business units who require these services for business or workgroup related communications and have access to a suitable electronic mail terminal.

4.2 
Responsibility and Accountability

4.2.1
Holders of SABC electronic mail accounts will be held responsible and accountable for all messages and attachments which are sent from their e-mail accounts, or received by their e-mail accounts and not deleted.

4.2.2
A non-individual business e-mail account will only be issued to the functional manager responsible for its use. Responsibility and accountability for all aspects of its use will rest with this manager.

4.2.3
All applicants for SABC electronic mail services will be expected to sign an agreement to abide by the terms of this policy as a condition of access.

4.2.4
The SABC reserves the right to record and inspect the source and destination addresses of all electronic mail messages originating from, and addressed to recipients on the SABC e-mail systems.

4.3 
Acceptable Use

Every user of the SABC electronic mail services has the responsibility to maintain and enhance the SABC’s public image and to use the services in a responsible and productive manner with normal standards of professional and personal courtesy and conduct.

4.3.1
The primary use of the SABC electronic mail service is for business purposes subject to the conditions of this policy.

4.3.2
Attachments must be limited in size to prevent overloading the mail system resources. The SABC reserves the right to limit the sizes of messages and attachments accepted by the service.

4.3.3
While subscriptions to Mailing Lists for automatic information updating is accepted electronic mail practice, users are expected to exercise reasonableness in terms of the volumes of information uploaded and to ensure that all obsolete subscriptions are cancelled.

4.3.4
All messages communicated on the SABC electronic mail systems must contain the name of the sender.

4.4 
Unacceptable Use 

The SABC electronic mail services may not be used for the following purposes:

4.4.1
Destructive and disruptive practices, which include, but are not limited to (i) the use of electronic mail services to send or forward e-mail chain letters, (ii) exploit listservers or similar broadcast systems for purposes beyond their intended scope, (iii) to amplify the widespread distribution of unsolicited e-mail, and (iv) "Letter bomb", that is to re-send the same electronic mail repeatedly to one or more recipients so as to interfere with the recipients’ use of electronic mail

4.4.2
Transmitting, receiving or storage of any communications of  a 
discriminatory or harassing nature, materials that are obscene, or 
which contain abusive, profane or offensive language.

4.4.3
Indiscriminate forwarding of mail for which permission has not been obtained from the originator.

4.4.4
The SABC electronic mail services are primarily for business purposes and may not be used to solicit or conduct business for personal gain.

4.4.5
The SABC electronic mail services may not be used for purposes that could reasonably be expected to cause directly or indirectly 
excessive strain on any computing facilities, or unwarranted or 
unsolicited interference with others

4.4.6
No electronic mail or other electronic communications may be sent which hides the identity of the sender or represents the sender as someone else from another organisation.

4.4.7
Users of the SABC electronic mail systems who obtain access to materials of other organisations may not copy, modify or forward copyrighted materials, except under the specific copyright terms and conditions.

4.5 
Security and Confidentiality : 

4.5.1
The confidentiality of electronic mail cannot be assured. Such confidentiality may be compromised by unintended redistribution, or because of the inadequacy of current technologies to protect against unauthorised access. Users must exercise extreme caution in using electronic mail to communicate confidential or sensitive information.

4.5.2
The SABC has no control over the security of electronic mail that has been downloaded to the user's computer. As a deterrent to potential intruders and the misuse of electronic mail, users must make use of whatever protections, such as passwords, are available to them.

5. Policy Violations
Violations of SABC policies governing the use of electronic mail services may result in restriction to access. In addition disciplinary action may be taken in terms of the conditions of this policy, and/or other SABC policies and codes of conduct. 

6. Supplementary Information - Cautions
Users of electronic mail should be aware of the following:

6.1
Both the nature of electronic mail and the public nature of the SABC's business make electronic mail less private than users may think. For 
example, electronic mail intended for one person sometimes may be widely 
distributed because of the ease with which recipients can forward it to others. Furthermore, even after a sender or recipient deletes an electronic mail record it may persist on backup facilities.

6.2
All outgoing SABC Internet electronic mail messages contain a reference to the SABC as the originating company. Users must be aware that this may give the impression that the sender is representing, giving opinions, or otherwise making statements on behalf of the SABC, when in fact they are not appropriately authorised to do so. User's should when necessary include a disclaimer on outgoing messages to the effect that the views and opinions expressed are those of the sender and are not necessarily those of the SABC.

6.3
The SABC in general cannot and does not wish to be the arbiter of the contents of electronic mail. Neither can the SABC protect users from receiving electronic mail they may find offensive.

6.4
There is no guarantee, unless authenticated mail systems are in use, that electronic mail received was in fact sent by the purported sender. Furthermore electronic mail that is forwarded may also be modified and therefore not represent accurately the contents of the original message. In case of doubt, receivers of electronic mail messages should check with the 
purported sender to validate authorship or authenticity.

6.5
Authentication and/or encryption electronic mail technologies are not currently in use at the SABC.

7. Definitions
These definitions are provided for clarity and consistency in interpreting this policy. Wherever possible the industry standard definitions, or current usage of the terms are used. There may however be minor variations where definitions have been adapted to the specific circumstances of the SABC. 

A comprehensive list of terms and definitions used in the SABC Internet policies, standards and supporting documents is contained in the Standards Document : SABC Internet Terms and Definitions which forms part of the SABC Internet Policy Documentation Structure.

Authentication : Any process that ensures that users are who they say they are. When you type your name and password, you are authenticated and allowed access.

Availability : When used in the policy header it defines the target group which may have access to the policy. Categories are either, Restricted or Unrestricted. 

E-mail : Used interchangeably with electronic mail.

Encryption : The basis of network security. Encryption encodes network packets to prevent anyone except the intended recipient from accessing the data.

Internet Electronic Mail Services : Global electronic mail services on the public Internet.

Internal Electronic Mail Services : Electronic mail services, excluding the Internet mail services where both the source and destination of electronic mail communications are restricted to the SABC. 

Letter Bomb : To re-send the same electronic mail repeatedly to one or more recipient’s so as to interfere with the recipient’s use of electronic mail.

Listserv Lists (or listservers) : Electronic discussion of technical and non technical issues conducted by electronic mail over BITNET using LISTSERV protocols. Internet users may subscribe to BITNET listservers. Participants subscribe via a central service, and lists often have a moderator who manages the information flow and content.

Mailing List : A (usually automated) system that allows people to send e-mail to one address, whereupon their message is copied and sent to all of the other subscribers to the maillist. When you subscribe to a mailing list, you receive all mail sent to that list (see also Listserv).

SABC Electronic Mail : Proprietary internal, and external Internet electronic mail systems and services operated by the SABC.

SABC Electronic Mail Account : An electronic mailbox address issued by the SABC to an individual or business unit which uniquely identifies the holder as a user of the SABC electronic mail system.

SABC Internet Resources : Includes, but is not limited to all computing and electronic communications system hardware and software, services, publications and any other content directly or indirectly supporting the SABC’s Internet services

Upload : The process of transferring information from your computer to another computer through the Internet.
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